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The Strategic Shift to
European Cloud

And why this matters for our collective resilience
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From Engineer to CISO
Telco & DNS

Co-founder EUR TLD ISAC

You'll find out why
that’s important ...
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- Sector-specific information -
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~— QGuidelines & Frameworks =% S Implementation Guides ——ﬁ

XN cvesnlsfcuaurv dnsbelgium

Ve e DNSSEC
INTEGRATIE &
IMPLEMENTATIE.

) TLD ISAC > TLD ISAC

CENTR Member EPP Security Best
Security Maturity Practices Guidelines
Model FOR EUROPEAN TLD OPERATOR

'1‘4“ CVatRSECURTTY dnspelgium
L | o SPF INTEGRATIE &
IMPLEMENTATIE.

e DKIM INTEGRATIE &

R TLD-OPS:'-'-. IMPLEMENTATIE.

DDOS MITIGATION

PLAYBOOK

e DMARC INTEGRATIE &
IMPLEMENTATIE.
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Practical resources to strengthen security,
resilience and collaboration across the sector.
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Who are we




Who are we
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Not-for-profit TLD
organisation registry
.vlaanderen
.brussels
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Our mission
is to:
register domain names

manage .be, .vlaanderen
and .brussels.

promote opportunities and
trust in the internet




Key figures

~ 41
z l‘ Employees

-~ o
+ 17,000
New registrations
per month
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Domain names

+ 1 ,7m .be

T 8,000 .brussels
T 5,400 .vlaanderen

@ vy + 350
1Registrars

»
€+10m

Income
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What we do




Two main pillars

_ ™
Technical management

Registry database
administration

Lookup services (WHOIS/RDAP)

Authoritative DNS(SEC)
operation
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Strengthening the Belgian
digital society
Promoting the use
of domain names

Informing, raising awareness
and providing support

Combating online fraud
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Technical Setup

Name server Registration
set-up platform system
Aims: Availability, Aims: Availability,
Security
Latenc
AWS HA
Anycast'.+ Anycast@ISP _ S Setup
® Managed by DNS Belgium Third party NS Disaster recovery
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The S-word




The big leap
> Moving to AWS*

\

B FOGUBBE. iniivsincstinisiia
core services
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- rq%g War for . :
talent Y

Economies of scale
(e.g. for security)

....................

Degree of
automation

Optimise
FinOps

...........................
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Continuous monitoring

= PESTLE agd Threat Landscape Analysis :

- PESTLE Analysis Threat Landscape Analysis <
& '\ Political Cyber threats
m Stability, regulation, - °* . e & Malware, ransomware,
government priorities data breaches
/j‘ Economic ] . 7N Geopolitical risks
E.Eﬂ Growth, inflation, @) Conflict, sanctions,
market trends political instability
Social
ng Demographics, values,
lifestyle changes

_________ , Operational threats
System failures, supply
Technological
# Innovation, automation,
Al, cybersecurity
Understanding
Natural disasters,

chain disruption
. a Insider threats
@ Malicious or negligent
e insiders
m Legal the external context o C
Laws, compliance, " s
standardsP shapingouraorid . physical attacks
Environmental o e ﬁ’_ Reputational threats
Climate change, sustainability, */ Misinformation, public
resource constraints

Identifying threats
to our objectives
and assets

Physical threats
scrutiny, loss of trust
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@~ Better insight. Stronger decisions. Greater resilience.]
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The other direction

“ Moving away from AWS -
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Eat your Practice Geopolitics Tech
own dog food  what you monoculture
preach and the SPOF
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Beter een eigen plek online,

Besoin de : .
garder le contréle waar algoritmes niet alles bepalen ~ ! . A
Choisissez un .be Ontdek waarom op WIJZIJI’\.&Q ‘bﬁﬁ b 4

| \ a
| l L Waarom .be voor

& e - onafhankelijkheid staat? e W i a
Découvrez pourquoi sur Ontdek waarom op lelen.ae f‘b&y .‘»
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Evolving insight

Moving towards
a European Cloud solution
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( - Data sovereignty <4
| - Control over data, European Cloud
@ jurisdiction & access

solution

Dependency

K el —
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e Operational sovereignty /: < (
; KL Control over operations, Q 3

support & incident handling
@ Limited control
& visibility

v’ Sovereign |
v’ Secure
v Resilient

;Technologica( Sovereignty
l:ntrol over technology, </ >
Platforms & interoperabi(ity |

‘\/ : ) * /’
P
‘s Three dimensions. | ~
P 2 One goal:
\ , ol digital sovereignty
/ in Europe.
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Request For Proposal

RFP Timeline
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Announced during RFP period Deadline Review proposals Shortlist finished Proof of concept
ISAC Conference started + compile a shortlist and consent with shortlisted
by GM + Room for achieved vendors

: clarifying questions + Debrief other
. participants
f\ \ b f\ \ hizd \ ni7) (@) (@)
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Mid Begin End b Mid Mid
November December 2025 January 2026 J March April
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Media attention -

e

Q ICT/Magazine

\V/gd nws |

“Afhankelijkheid is onaanvaardbaar
groot geworden”: beheerder van .be-sites
wil af van Amerika

3 min read

DNS Belgium, het bedrijf dat de .be-sites
in ons land beheert, heeft concrete plannen
om weg te trekken uit Amerika.

- ==

8MIN * LEIDERSCHAP

‘Je kunt niet lokaal

prediken en zelf op
AWS draaien’

Exit AWS: De DNS Belgium migratie

KIM LOOHUIS
27 Feb 2026, 08:50 CET

&=

ITdaily

The harbor master of the Belgian internet:
an interview with the CISO of DNS Belgium

(© 9 min read 24.02.26 13:55

As the steward of .be, .vlaanderen,
and .brussels, DNS Belgium sits at the
heart of the Belgian internet.

L ~

'~ DNS Belgium and our CISO Kristof Tuyteleers regularly
in the spotlight on digital sovereignty and our mission.

KRISTOF TUYTELEERS
f -

blj DNS Belgium
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The real deal

- Migration Project Timeline -
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* ll @ brussels k’\‘\_193
— U .vlaanderen
Migrate databases Migrate .brussels )
from Oracle to PostgreSQL andl laandersn Migrate .be
= o P oy (D)
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| May :2026 ! / 64 ;ozsj CH1 2027]
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Any
questions?
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Thank you
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